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Research Interests

My research sits between applied cryptography and machine learning security.

Privacy preserving computation. Secure multiparty computation, homomorphic encryption, and differential privacy:
protocol design, security analysis under semi honest and malicious adversary models, and benchmarked implementations
that run on real data, applied mainly to medical and genomic settings.

AT security. Adversarial attacks and model extraction, in particular how information released through model explana-
tions becomes an exploitable channel.

The two connect: systems that need privacy guarantees also need to survive an adversary who queries them. I want to
extend this work toward confidential computing and the robustness of machine learning at scale.

Education
Ph.D. in Computer Science Nov 2022 to Sep 2026 (expected)
University of Tiubingen Tibingen, Germany

o Medical Data Privacy and Privacy Preserving Machine Learning Lab (MDPPML). Advisor: Dr. Mete Akgiin.

M.Sc. in Computer Science and Engineering 2019 to 2022
Sabanci University Istanbul, Turkey
o Advisor: Prof. Dr. Erkay Savag. Full tuition waiver with monthly stipend.

B.Sc. Electronics Engineering and B.Sc. Computer Science 2013 to 2019
Sabanct University Istanbul, Turkey

e Double major degree. Full tuition waiver with monthly stipend.

Research Experience

Doctoral Researcher Nov 2022 to present

MDPPML Lab, University of Ttbingen Tibingen, Germany

e Designed, analysed, and implemented MPC protocols in modern C++, benchmarked over real networks:
three party medical record linkage, logistic regression combining secret sharing with differential privacy,
helper assisted three party sorting over 2 out of 2 additive sharing, and a CNN training pipeline for breast
cancer MRI data.

o Federated analysis of VCF files for rare disease variant discovery, and the HALTA project on the FLAME
platform, where I identified and helped fix a trust boundary violation in the generation of correlated ran-
domness.

e Model extraction attacks through explainable Al, studying how released explanations leak enough informa-
tion to reconstruct a target model, and evaluating defences on that channel.

Graduate Researcher 2019 to 2022

Cryptography and Information Security Group, Sabanci University Istanbul, Turkey

e Homomorphic encryption for secure inference on genomic data, including a multi label tumour classification
pipeline using SVM and XGBoost over encrypted data, entered in the iDASH 2020 international competition
on secure genome analysis.
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Teaching and Supervision

Supervision and Teaching 2022 to present
University of Tiubingen Tibingen, Germany
e Supervise master’s students on thesis and project work in secure computation.

o Contribute to teaching in cryptography and privacy preserving machine learning courses.

Teaching Assistant 2017 to 2021
Sabancit University Istanbul, Turkey
e Cryptography, Distributed Systems, Logic and Digital System Design, Discrete Mathematics.

Awards and Honours

e 5th place, iDASH 2020 international competition on secure genome analysis.
e Full tuition waiver with monthly stipend, M.Sc. programme, Sabanci University.

o Full tuition waiver with monthly stipend, B.Sc. double major programme, Sabanci University.

Technical Skills

Cryptography Secure multiparty computation, homomorphic encryption, differential privacy, security analysis under
semi honest and malicious models

AT security Model extraction, adversarial attacks, leakage through explanation channels, threat modelling and
defence evaluation

Programming Modern C++, Python, Bash, Rust (basic)

Systems Multithreading, socket level networking, CMake, Git, gdb, Valgrind, Linux, CI pipelines, benchmarking
and profiling
Languages Turkish (native), English (C1), German (B1)



